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Superposition Modulation for Physical Layer
Security in Water-to-Air Visible Light

Communication Systems
Qingqing Hu , Nuo Huang , and Chen Gong , Senior Member, IEEE

Abstract—In this paper, we propose a physical layer security
(PLS) scheme based on superposition modulation for water-to-air
(W2A) visible light communication (VLC). We characterize the
high correlation between W2A and air-to-water (A2W) link gains
from ray tracing simulation and experiments. The proposed scheme
selects the modulation order and superposition parameter based
on the high correlation between the W2A and A2W link gains.
The scheme performance is studied by exploring its immunity
against different types of attacks. Based on the link gains from real
measurements, it is shown that under random attack Eve’s SER
exceeds 0.77 when Eve’s signal-to-noise ratio (SNR) varies from
5 dB to 30 dB, and under correlated attack Eve’s SER decreases
only for a high correlation coefficient when Eve is close enough
to Bob, which is unrealistic for eavesdropping. In addition, the
entropy of potential set under post-processing attack is derived.
For intelligent attack, two unsupervised algorithms, namely K-
means clustering and expectation maximization (EM) algorithm,
are adopted for modulation identification. The distributions of Eve’
SER under all four attacks are investigated based on the measured
link gains in the laboratory environment, which demonstrates that
intelligent attack with K-means clustering possesses the highest
eavesdropping capability. However, more numerical results show
that for intelligent attack with K-means clustering under wavy
water surface, the proportion of the case where Eve has a higher
SER than Bob is lower than 0.5 only when Eve lies between Alice
and Bob with small horizontal distance, which is unrealistic for
eavesdropping operation.

Index Terms—Physical layer security, water-to-air, visible light
communication, superposition modulation, attacks.

I. INTRODUCTION

R ECENTLY, there has been a growing interest in developing
air/water cross boundary communication technologies, as
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communicating across the ocean directly enables a variety of
potential oceanographic and commercial applications [1]. How-
ever, the direct water/air cross-boundary communication faces
many challenges [2]. For example, radio frequency (RF) wave
experiences significant signal absorption [3] in water and the
low speed of acoustic wave drastically reduces the data rate [4].
Therefore, visible light communication (VLC) has been con-
sidered as an attractive alternative for air/water cross boundary
communication, due to its high transmission bandwidth and data
rate under short-to-medium distance [5], [6].

Compared to laser diode (LD), light-emitting diode (LED)
with a high divergence angle can alleviate the requirement
of strict alignment and have a relatively low price, which fa-
cilitates mass deployments in the network. Due to inherent
semi-broadcast nature of VLC channels, the information may
be eavesdropped by unauthorized terminals under LED cov-
erage [7]. In our previous work [8], we explored the secrecy
performance for water-to-air (W2A) VLC via both simulation
and experiment, which indicates that water surface fluctuations
can cause information leakage.

On the other hand, to ensure the secrecy of information
transmission, physical layer security (PLS) approaches against
passive eavesdropper can be divided into signal-to-interference-
plus-noise ratio (SINR)-based and complexity-based ones. The
SINR-based (key-less) approaches mainly include channel cod-
ing, channel-based adaptation and injection of artificial noise [9],
[10], [11], which can practically achieve perfect secrecy [12].
The complexity-based (key) approaches extract random keys
from the legitimate channel to encipher data at the upper lay-
ers [13], [14], which is being increasingly challenged with
the rapid development of computational power [15]. Existing
physical layer security schemes for VLC systems mainly fo-
cused on beamforming [16], [17] or artificial noise genera-
tion [18], [19] with multiple LEDs in indoor static channels,
which cannot be directly applied to dynamic W2A scenarios.
To the best of the authors’ knowledge, the security scheme for
W2A-VLC has not been systematically investigated in previous
studies.

In W2A-VLC systems, random fluctuation of water surface
leads to the variation of channel gain, which provides a source
of randomness. Therefore, the channel-based adaptation ap-
proach is considered in this work. Without the need for extra
frequency and space resources (e.g., multiple subcarriers in [20]
and multiple antennas in [21]), we propose a low-complexity
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and resource-constrained PLS scheme based on superposition
modulation for W2A-VLC systems, which achieves secrecy
based on channel randomness, the correlation between W2A and
air-to-water (A2W) links, and signal diversity of superposition
modulation. Firstly, to explore the feasibility of using channel
correlation for security design, the correlation between W2A
and A2W links is investigated by ray tracing simulation and
experiment, which verifies that channel state information (CSI)
can be obtained by performing implicit feedback in coherence
time interval and be kept secret between Alice and Bob. Based
on the high correlation in terms of the channel gain, the pro-
posed scheme is performed in two steps. During the first step,
the legitimate receiver Bob transmits the pilot signal at each
coherent time, while underwater transmitter Alice estimates the
A2W channel gain and calculates the W2A channel gain. Then,
Alice selects the signal modulation order and superposition
parameter based on the probed channel gain. The selection strat-
egy for superposition parameters is to maximize the detection
error probability of Eve under the premise that Bob’s symbol
error rate (SER) is lower than a certain threshold. Moreover,
we consider four different attack models, and accordingly an-
alyze Eve’s SER for both random and correlated attacks. It
is shown that under random attack Eve’s SER exceeds 0.77
when Eve’s signal-to-noise ratio (SNR) varies from 5 dB to
30 dB, and under correlated attack Eve’s SER decreases only
under a high correlation coefficient when Eve is close enough
to Bob, which is unrealistic for eavesdropping. In addition,
the entropy of potential set under the post-processing attack is
derived and the complexity of successful cracking increases with
the modulation set size. Finally, we consider intelligent attack
with two unsupervised algorithms, namely K-means clustering
and expectation maximization (EM) algorithm, for modulation
identification. The secrecy performance of the proposed mod-
ulation is evaluated based on the measured link gains in the
laboratory environment. It is demonstrated that intelligent attack
with K-means clustering possesses the highest eavesdropping
capability. The contributions of this paper can be summarized
comprehensively as follows:

1) We propose a PLS scheme against passive eavesdropper
for dynamic W2A-VLC scenarios, which has not been sys-
tematically investigated in previous studies. The proposed
security scheme achieves secrecy based on channel ran-
domness, the correlation between W2A and A2W links,
and signal diversity of superposition modulation, which is
a channel-based adaptation approach without the need for
extra frequency and space resources.

2) We investigate the correlation between W2A and A2W
links by ray tracing simulation and experiment, which
validates the feasibility of implicit feedback for CSI in
coherence time interval and achieves the confidentiality
between Alice and Bob using the CSI-based security
scheme.

3) We explore the secrecy performance of the proposed se-
curity scheme by analyzing Eve’s SER under four dif-
ferent attacks. We optimize the superposition parameter
to maximize the detection error probability of Eve while

Fig. 1. Illustration of the considered W2A-VLC system.

considering the cases of accurate CSI known or unknown
by Alice.

4) We adopt the measured link gains from the experimental
results to evaluate the secrecy performance of the proposed
security scheme. It is demonstrated that the probabilities of
Eve’s SER higher than Bob’s exceed 0.9 for random, cor-
related, and post-processing attacks. For K-means-based
intelligent attack, the insecure region of Eve’s SER higher
than Bob’s with probability lower than 0.5 is only located
between Alice and Bob with small horizontal distance,
which is unrealistic for eavesdropping operation.

The remainder of this paper is organized as follows. In Section
II, we introduce the W2A-VLC system model and investigate
the correlation of W2A and A2W link gains via both ray tracing
simulation and experiment. In Section III, we propose a PLS
scheme by adopting superposition modulation based on high
correlation between the W2A and A2W link gains, and investi-
gate the demodulating performance. In Section IV, we study the
scheme performance by exploring its immunity against differ-
ent types of attacks, namely, random attack, correlated attack,
post-processing attack and intelligent attack. In Section V, we
optimize the superposition parameter to maximize the detection
error probability of Eve. In Section VI, we numerically evaluate
Eve’ SER under all four attacks based on the measured link gains
in the laboratory environment, compare the SER distributions for
Bob and Eve, and characterize the insecure region. Finally, we
conclude this work in Section VII.

II. SYSTEM MODEL

A. System Model

We consider a W2A-VLC system as shown in Fig. 1.
An underwater submarine (transmitter Alice) adopts visible
light beam to communicate with an unmanned aerial vehicle
(legitimate receiver Bob) in the air, while an unmanned aerial
vehicle (passive eavesdropper Eve) tries to intercept the infor-
mation from Alice. The W2A-VLC system can be adopted for
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underwater rescue, underwater resource exploration and several
other missions. Due to random fluctuation of water surface,
the channel gain between Alice and Bob varies randomly with
time. From our previous experiment in [8], adopting direct
current (DC)-blockage avalanche photodiode (APD) receivers,
the channels Alice-Bob and Alice-Eve in the electrical domain
are considered to be lognormal block fading under laboratory
condition. The received signals at Bob and Eve are given by

yB = hBx+ nB , yE = hEx+ nE , (1)

where x is the transmitted symbol with average energy Es;
hB and hE are channel gains; nB (nE) is the additive white
Gaussian noise (AWGN) with zero mean and varianceNB (NE).
The electrical-domain SNR can be expressed as snrB = EshB

2

NB

and snrE = EshE
2

NE
.

B. Correlation of W2A and A2W Link Gains in Monte Carlo
Simulations

For Alice, to obtain the CSI and adapt the transmission pa-
rameters according to the fading channel for security scheme
design, there are two typical feedback mechanisms: implicit
feedback and explicit feedback [22]. In explicit feedback, Alice
first sends a training frame to Bob, then Bob performs channel
estimation and sends back the CSI to Alice. However, the feed-
back information can be eavesdropped by Eve, threatening the
communication security. In implicit feedback, Alice implicitly
obtains the CSI of W2A link by estimating the A2W link,
assuming that W2A and A2W links are perfectly or partially
reciprocal. Such method reduces the feedback delay and is robust
to interception since the exchanged information does not contain
CSI.

In this subsection, we consider implicit feedback and inves-
tigate the correlation of W2A and A2W link gains using Monte
Carlo simulations. Assume that Alice and Bob are located at (0,
0, −5) m and (0, 0, 3) m, respectively. The fields of view (FOVs)
of Alice and Bob are both 45 degrees, and Pierson-Moscowitz
spectrum is adopted to model the sea surface under wind speed
3 m/s [23]. We consider visible light of wavelength 525 nm and
clear oceanic water corresponding to Jerlov type IB water [24].

The water surface in Monte Carlo simulation is shown in
Fig. 2(a). The channel impulse response in Fig. 2(b) shows that
most received photons arrive at the receiver within the order
of nanoseconds. Therefore, the temporal dispersion caused by
scattering can be neglected if the transmission symbol rate is
lower than Gbps. Fig. 3(a) shows that WA2 and A2W link
gains vary with random fluctuations of the water surface. From
Fig. 3(b), the relation between the W2A link gain hB and A2W
link gain hA can be fitted by a straight line (i.e., hB = c · hA),
and the correlation coefficient is 0.9960, which indicates that the
channel is highly reciprocal in terms of the channel gain. There
exists a constant ratio c between the W2A and A2W link gains,
since different beam divergence angles in the W2A and A2W
links result in different optical power densities.

As shown in Fig. 4(a), the W2A and A2W links exhibit high
correlation coefficients for different Bob’s heights. Besides, it
is seen from Fig. 4(b) that as the horizontal distance offset of

Fig. 2. (a) The simulated water surface and (b) the channel impulse response.

Fig. 3. (a) The gains of W2A and A2W links and (b) the fitted line of the
relation between W2A and A2W link gains.

Eve with respect to Bob increases, the correlation coefficient
decreases rapidly, which indicates that the Alice-Eve channel is
not correlated with the Alice-Bob channel when Eve is far away
from Bob.

C. Experimental Investigation and Parameter Measurements

A W2A-VLC system is established to experimentally inves-
tigate the correlation of W2A and A2W link gains, and measure
the distribution parameters of channel gain, as shown in Fig. 5.
A green LED (LED1, Cree XP-E, 520∼535 nm) and an APD
(APD1, Hamamatsu C10508-01) are placed under depth 0.2 m as
the transmitter Alice with coordinate (0, 0, −0.2) m. In the same
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Fig. 4. The correlation coefficients versus (a) Bob’s height and (b) Eve’s
horizontal distance.

Fig. 5. The experimental system of W2A-VLC.

way, LED2 (Cree XP-E, 520∼535 nm) and APD2 (Hamamatsu
C10508-01) are placed directly above Alice at (0, 0, 0.7) m as the
legitimated receiver Bob. APD3 (Hamamatsu C10508-01) acts
as the eavesdropper Eve. A wave generator (Yujang CX-W3) is
placed in a water tank to generate wave. In our experimental envi-
ronment, the generated water waves in the tank can be considered
as irregularly small waves. An arbitrary waveform generator
(AWG, RigolDG5252) is adopted to generate sinusoidal waves
(Vpp = 5 V) of frequencies 100 kHz and 200 kHz for driving
LED1 and LED2, respectively. The received signals are sampled
by a data collector (ART PCIE8584) with sampling rate 1 MSa/s
for offline signal processing. The channel gains of Bob and
Eve can be extracted by using the signal processing method
in [4]. Besides, considering different responses of APD2 and

Fig. 6. (a) Gains of Bob-to-Alice, Alice-to-Bob, and Alice-to-Eve links and
(b) correlation coefficients of Bob-to-Alice and Alice-to-Bob link gains versus
time offset.

APD3, we normalize their corresponding channel gains via the
received signal amplitudes from the same LED under the same
transmission distance to compare the channel gains accurately.

In the experiment, LED1 and APD2 form a W2A link, while
LED2 and APD1 form an A2W link between Alice and Bob. Due
to the size limitation of devices, the horizontal distance between
the W2A and A2W links is 2 cm. Fig. 6(a) shows the variations
of A2W link gain hA, W2A link gain hB and eavesdropping link
gain hE with the time. The correlation coefficient between hA

and hB is 0.80, while the correlation coefficient between hB and
hE is 0.13 when Eve is located at (0.3, 0, 1.19) m. Due to the hor-
izontal distance between the W2A and A2W links as well as the
discrepancy between the divergence angle of LED and FOV of
APD, the correlation coefficient between hA and hB is reduced
compared with the simulation results in Section II-B. The results
indicate that the device integration and matched FOV/divergence
angle are required to achieve high correlation between W2A and
A2W links. The small correlation coefficient between hB and
hE implies that the Alice-Eve channel is not correlated with the
Alice-Bob channel. Fig. 6(b) shows the correlation coefficient
between hA(t) and hB(t− τ) versus the time offset τ . It is
seen that the correlation coefficient drops slightly to 0.79 as the
time offset increases to 2 ms, which indicates the feasibility
of channel estimation in coherence time interval. Alice can
estimate hB from hA based on the linear correlation between
hA and hB . Let ĥB denote the estimate of hB based on hA. The
estimation error of hB is hB − ĥB , and the relative estimation
error is (hB − ĥB)/hB , as shown in Fig. 7(a). In Fig. 7(b),
the probability density functions (PDFs) of channel gain can be
well fitted by the lognormal distribution with parameters μ and
σ, when Eve is located at (0.3, 0, 0.62) m and (0.3, 0, 1.19)
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Fig. 7. (a) Relative estimation error of W2A-link gain and (b) PDF of Eve’s
channel gain.

m. These distribution parameters will be used in the following
simulations.

III. THE PROPOSED SECURITY SCHEME

After verifying the high correlation between the W2A and
A2W link gains, we propose a PLS scheme by adopting super-
position modulation. The proposed scheme is performed through
two steps during each coherent time interval. In the first step,
Alice obtains A2W channel gain hA from the pilot signal trans-
mitted by Bob, and estimates W2A channel gain as ĥB based
on the high correlation between hA and hB . In the second step,
Alice alters the signal modulation order and the superposition
parameter according to ĥB , and sends the information signal
back to Bob together with pilots. Bob obtains the W2A channel
gain hB from the pilot transmitted by Alice, and then selects the
modulation parameters based on hB to demodulate the received
signal. The W2A channel gain and modulation parameters are
kept secret between Alice and Bob. The selection strategy of
modulation parameters is designed to maximize the detection
error probability of Eve, which will be presented in Section V.
The proposed scheme achieves secrecy based on channel ran-
domness, the correlation between W2A and A2W links, and
signal diversity of superposition modulation for W2A-VLC
systems.

A. Superposition Modulation

The principle of superposition modulation is shown in Fig. 8.
A binary data stream is first split into M parallel binary data

Fig. 8. The schematic diagram of the superposition modulation.

streams. All information bits bm ∈ {0, 1} are mapped into bi-
nary antipodal symbols dm ∈ {+1,−1}. Afterward, symbols
{dm} are weighted by a set of factors {αm}, and modulated via
linear superposition as follows [25],

x =

M∑
m=1

αmdm =

M∑
m=1

αm(−1)bm . (2)

One special case ofM = 1 corresponds to 2-PAM signal with-
out superposition and DC component. The transmitted alternat-
ing current (AC) 2M -PAM (M > 1) with superposition parame-
ter ρ can be generated by superimposing equally spaced 2(M−1)-
PAM signal {2(M−1) − 1, 2(M−1) − 3, . . . ,−2(M−1) + 1} and
2-PAM signal {+ρ,−ρ}, i.e, weight factors αm = 2m−1 for
m ∈ {1, 2, . . . ,M − 1} and αM = ρ.

B. Demodulation Performance

In this subsection, we derive the SERs of Bob and Eve after
demodulation. Assume that Bob knows modulation orderm and
superposition parameter ρ, while Eve knows m but not ρ. Note
that inaccurate information about modulation order m leads to
Eve’s SER of one. Eve adopts detection thresholds of equally
spaced PAM signals for symbol decision.

1) SER of 4-PAM Signal: First we consider 4-PAM signal
with superposition parameter ρ. The transmitted AC 4-PAM
signal is generated by superimposing 2-PAM signal {+1,−1}
and 2-PAM signal {+ρ,−ρ}, which can be expressed as x =

{±(ρ+ 1),±(ρ− 1)} ×
√

Es

ρ2+1 with ρ ≥ 2, where Es is the

average symbol energy. With the received signal y given in (1),
the demodulation SER can be derived as

Pe = 1− 1

4

×

⎛
⎜⎜⎜⎜⎜⎜⎜⎝

P
(
y > hρ′

√
Es

ρ′2+1

∣∣∣x = (ρ+ 1)
√

Es

ρ2+1

)
+P

(
0 < y < hρ′

√
Es

ρ′2+1

∣∣∣x = (ρ− 1)
√

Es

ρ2+1

)
+P

(
−hρ′

√
Es

ρ′2+1
< y < 0

∣∣∣x = (−ρ+ 1)
√

Es

ρ2+1

)
+P

(
y < −hρ′

√
Es

ρ′2+1

∣∣∣x = (−ρ− 1)
√

Es

ρ2+1

)

⎞
⎟⎟⎟⎟⎟⎟⎟⎠

=
1

2
− 1

2
Q

(
ρ′
√

snr

ρ′2 + 1
− (ρ+ 1)

√
snr

ρ2 + 1

)
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+
1

2
Q

(
ρ′
√

snr

ρ′2 + 1
− (ρ− 1)

√
snr

ρ2 + 1

)

+
1

2
Q

(
(ρ− 1)

√
snr

ρ2 + 1

)
, (3)

where ρ′ is the superposition parameter adopted by the receiver
for symbol detection (ρ′ = ρ for Bob and ρ′ = 2 for Eve), and
Q(x) = 1√

2π

∫∞
x e−t2/2dt is the tail probability of the standard

normal distribution.
2) SER of 8-PAM Signal: The transmitted 8-PAM

signal with superposition parameter ρ is generated by
superimposing 4-PAM signal {+3,+1,−1,−3} and
2-PAM signal {+ρ,−ρ}, which can be expressed as

{±(ρ+ 3),±(ρ+ 1),±(ρ− 1),±(ρ− 3)} ×
√

Es

(ρ2+5) with

ρ ≥ 4. The demodulation SER can be derived as

Pe =
1

4
− 1

4
Q

(
(ρ′ + 2)

√
snr(

ρ′2 + 5
) − (ρ+ 3)

√
snr

(ρ2 + 5)

)

+
1

4
Q

(
(ρ′ + 2)

√
snr(

ρ′2 + 5
) − (ρ+ 1)

√
snr

(ρ2 + 5)

)

+
1

4
Q

(
−ρ′
√

snr(
ρ′2 + 5

) + (ρ+ 1)

√
snr

(ρ2 + 5)

)

+
1

4
Q

(
ρ′
√

snr(
ρ′2 + 5

) − (ρ− 1)

√
snr

(ρ2 + 5)

)

+
1

4
Q

(
(2− ρ′)

√
snr(

ρ′2 + 5
) + (ρ− 1)

√
snr

(ρ2 + 5)

)

+
1

4
Q

(
(ρ′ − 2)

√
snr(

ρ′2 + 5
) − (ρ− 3)

√
snr

(ρ2 + 5)

)

+
1

4
Q

(
(ρ− 3)

√
snr

(ρ2 + 5)

)
, (4)

where ρ′ = ρ for Bob and ρ′ = 4 for Eve,.
3) SER Comparison: The SER comparison of Bob and Eve

is shown in Fig. 9. It is seen that Eve has a larger SER than
Bob under the same SNR and superposition parameter ρ, except
for equally spaced 4-PAM signal (ρ = 2) or 8-PAM signal (ρ =
4) with identical SER. As superposition parameter ρ increases,
the SER of Eve increases rapidly, which indicates that a larger
superposition parameter ρ can reduce the successful detection
probability of Eve significantly.

Except for changing the modulation order, the superposition
scheme changes the constellation diagram more diversely. Since
the modulation parameters vary randomly with Bob’s channel,
the cracking can be more difficult and the successful detection
probability of Eve can be reduced.

IV. ATTACK MODELS

In this section, four different attack types of Eve are consid-
ered, namely random attack, correlated attack, post-processing

Fig. 9. Bob’s and Eve’s SERs versus SNR (a) for 4-PAM signal and (b) for
8-PAM signal.

attack and intelligent attack. Eve’s demodulation performance
is analyzed under the four attack types.

A. Random Attack

Random attack corresponds to the case when Eve has no
knowledge on the CSI of Alice-Bob channel and performs
random demodulation. We consider the following two methods
of random demodulation.

1) Method 1: In the first random demodulation method, Eve
chooses the SNR of legitimate channel randomly and adopts
the corresponding modulation type to demodulate the received
signal. Let Ps = 1− Pe denote the probability of correct de-
modulation when Eve adopts superposition parameter ρE to de-
modulate signals withρB , where the SERs of Eve for 4-PAM and
8-PAM signals are given in (3) and (4) with ρ = ρB and ρ′ = ρE .
For the 2-PAM signal, there is no superposition parameter, and
we have Ps = Q(−√

snrE). Let m be the modulation order
index corresponding to 2m-PAM, snrmU and snrmL be the lower
and upper bounds of SNR for the modulation order index m,
respectively.

The average demodulation SER of Eve can be written in (5),
shown at the bottom of next page. where ρB(snrB) denotes
the mapping from snrB to ρB that we will explore later; M is
the maximum modulation order index; snr′ is the SNR chosen
randomly by Eve, following a uniform distribution f(snr′) =

1
snr′U−snr′L

. Since the W2A link gainhB follows the lognormal
distribution with parameters u1 and σ1, Bob’s SNR snrB =
EshB

2

NB
follows the lognormal distribution with parameters u =
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2u1 + ln( Es

NB
) and σ2 = 4σ1

2, i.e., its PDF is given by

f (snrB) =
1

snrBσ
√
2π

exp

(
−(ln (snrB)− u)2

2σ2

)
. (6)

2) Method 2: In the second random demodulation method,
Eve chooses the modulation order and constellation point index
randomly, where the average SER is given by

SERrnd2=1−
M∑

m=1

(
1

M
× 1

2m
×
∫ snrmU

snrmL

f (snrB) dsnrB

)
.

(7)

B. Correlated Attack

Correlated attack corresponds to the case when the channels
of Eve and Bob are correlated, Eve estimates the modulation
type based on its own channel gain. The joint distribution of
Bob and Eve’s SNR is a bivariate lognormal distribution with
PDF given by

f (snrB , snrE) =
1

2πsnrBsnrEσBσE

√
1− r2

×exp

⎧⎨
⎩− 1

2 (1− r2)

⎡
⎣
(

ln(snrB)−uB

σB

)2
+
(

ln(snrE)−uE

σE

)2
−2r
(

ln(snrB)−uB

σB

)(
ln(snrE)−uE

σE

)
⎤
⎦
⎫⎬
⎭ ,

(8)

where r is the correlation coefficient between ln(snrB) and
ln(snrE). The average SER can be written in (9), shown at the
bottom of this page.

C. Post-Processing Attack

Post-processing attack corresponds to the case when Eve
searches the potential set of transmitted symbols, which is
similar to brute force search attacks on secret keys [26]. Assume
that post-processing attack has sufficient capability to store and
process all received signals.

The transmitted symbol xm,ρ,k is given by

xm,ρ,k =

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

(−ρ− 2m−1 + 2 k − 1
)√

Es

ρ2+ 1
3×22m−2− 1

3

,

k ∈ {1, 2, . . . , 2m−1
}(

ρ− 3× 2m−1 + 2 k − 1
)√

Es

ρ2+ 1
3×22m−2− 1

3

,

k ∈ {2m−1 + 1, 2m−1 + 2, . . . , 2m
}
,

(10)

where k is the constellation point index for 2m-PAM signal with
superposition parameter ρ. We use binary indicator Im,ρ,k = 1
to represent that the symbol with modulation order m, superpo-
sition parameter ρ and constellation point index k is detected as
the transmitted symbol. The potential set of transmitted symbols
can be expressed as {xm,ρ,k|Im,ρ,k = 1}. Denoting the actually
transmitted symbol by xm∗,ρ∗,k∗ , the received signal at Eve
is ym∗,ρ∗,k∗ = hExm∗,ρ∗,k∗ + nE , and the binary indicator is
computed as

Im,ρ,k=

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎩

1,when ym∗,ρ∗,k∗ ∈
[

hE

2 (xm,ρ,k + xm,ρ,k−1) ,
hE

2 (xm,ρ,k + xm,ρ,k+1)

)

for k ∈ {2, 3, . . . , 2m − 1} ,
ym∗,ρ∗,k∗ ≥ hE

2 (xm,ρ,k + xm,ρ,k−1) for k = 2m,

ym∗,ρ∗,k∗ < hE

2 (xm,ρ,k + xm,ρ,k+1) for k = 1;

0,Otherwise.
(11)

The conditional probability of Im,ρ,k = 1 given transmitted
symbol xm∗,ρ∗,k∗ can be written as

P (Im,ρ,k = 1|xm∗,ρ∗,k∗) =⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

1−Q
((

hE

2 (xm,ρ,k + xm,ρ,k+1)− hExm∗,ρ∗,k∗
)
/
√
NE

)
−Q

((−hE

2 (xm,ρ,k + xm,ρ,k−1) + hExm∗,ρ∗,k∗
)
/
√
NE

)
,

k ∈ {2, 3, . . . , 2m − 1} ;
Q
((

hE

2 (xm,ρ,k + xm,ρ,k−1)− hExm∗,ρ∗,k∗
)
/
√
NE

)
,

k = 2m;

Q
(− (hE

2 (xm,ρ,k + xm,ρ,k+1) + hExm∗,ρ∗,k∗
)
/
√
NE

)
,

k = 1;

0, Otherwise.

(12)

The post-processing attack can reduce the uncertainty of
potential transmitted symbol set, which can be characterized
by comparing the entropy of transmitted message with that of
the potential set in post-processing attack. Assume that Alice
chooses the modulation type of modulation order index m and
superposition parameter ρ with probability

q (m, ρ) =

∫ snrU (m,ρ)

snrL(m,ρ)

f (snrB)dsnrB , (13)

SERrnd1 = 1−
M∑

m=1

⎛
⎜⎝

snrmU∫
snrmL

snrmU∫
snrmL

(
Ps (snrE , ρB (snrB) , ρE (snr′))× f (snrB) f (snr′) dsnrBdsnr′

)⎞⎟⎠. (5)

SERcor = 1−
M∑

m=1

⎛
⎜⎝

snrmU∫
snrmL

snrmU∫
snrmL

(
Ps (snrE , ρB (snrB) , ρE (snrE))× f (snrB , snrE) dsnrBdsnrE

)⎞⎟⎠. (9)

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on June 26,2023 at 07:11:57 UTC from IEEE Xplore.  Restrictions apply. 



HU et al.: SUPERPOSITION MODULATION FOR PHYSICAL LAYER SECURITY IN WATER-TO-AIR VISIBLE LIGHT COMMUNICATION SYSTEMS 2983

where snrL(m, ρ) and snrU (m, ρ) are the lower and upper
bounds of SNR for choosing the modulation order m and super-
position parameter ρ, respectively. Each symbol of this modula-
tion type have equal probability (q(m, ρ)/2m) to be transmitted.
Assume the range of ρ for given m is [ρ1(m), ρ2(m)]. The
entropy can be calculated as

HA = −
M∑

m=1

ρ2(m)∑
ρ=ρ1(m)

q (m, ρ)

2m
× 2mlog2

(
q (m, ρ)

2m

)

= −
M∑

m=1

ρ2(m)∑
ρ=ρ1(m)

q (m, ρ)log2

(
q (m, ρ)

2m

)
(14)

Note that among all symbols with modulation order index
m and superposition parameter ρ, only one candidate symbol
belongs to the potential set, i.e., we have Im,ρ =

∑2m

k=1 Im,ρ,k =
1. Then, the entropy of potential set in the post-processing attack
can be written as

HE = −
M∑

m=1

ρ2(m)∑
ρ=ρ1(m)

q (m, ρ)

Im,ρ
× Im,ρlog2

(
q (m, ρ)

Im,ρ

)

= −
M∑

m=1

ρ2(m)∑
ρ=ρ1(m)

q (m, ρ)log2 (q (m, ρ)) (15)

Assuming that the transmitted symbol is xm∗,ρ∗,k∗ and Eve
uniformly choose a symbol in the potential set as the decision
of the transmitted symbol, the SER is given by

SERppr = 1− 1∑M
m=1

∑ρ2(m)
ρ=ρ1(m) Im,ρ

× P (Im∗,ρ∗,k∗ = 1 |xm∗,ρ∗,k∗ )

= 1− 1

Nt
× P (Im∗,ρ∗,k∗ = 1 |xm∗,ρ∗,k∗ ) , (16)

where Nt is the number of all modulation types {(m, ρ)}.

D. Intelligent Attack

Intelligent attack corresponds to the case when Eve adopts
modulation classification methods to identify the modulation
type and classify the symbols. Due to irregular PAM signals,
some traditional modulation classification methods, such as
maximum likelihood, Kolmogorov-Smirnov test and high-order
statistics [27], are not suitable since these methods perform
symbol decisions from a finite set of known candidates. In this
work, both modulation order and constellation position need
to be estimated. However, supervised learning techniques, such
as K-nearest neighbour, support vector machine and artificial
neural network, require training data and labels to optimize
the classification model, which is unrealistic for eavesdroppers.
Therefore, we consider the unsupervised algorithms in this
section, including K-means clustering and EM algorithm. The
intelligent attack is performed as follows. Firstly, the modulation
order (i.e., clustering number 2m) is determined by Silhouette
score, which takes values in [−1, 1] and is adopted to evaluate
the quality of clustering (Specifically, Silhouette score being 1

represents that the data can be well separated) [28]. Secondly,
we estimate the constellation locations and calculate the SER.

1) K-Means Clustering: The received signal after channel
gain normalization can be expressed as

rn = xn + wn, n ∈ {1, 2, . . . , N} , (17)

where xn is nth transmitted symbol, and wn is AWGN with
zero mean and variance σ2. Let A = {a1, a2, . . . , a2m} denote
the constellation set for a given modulation order index m, and
x = [x1, x2, . . . , xN ]T denote the transmitted symbol vector.
The optimization problem of K-means algorithm can be written
as

min
C

2m∑
k=1

∑
n∈Ck

(rn − ak)
2, (18)

where K-means clustering aims to partition the N received
signals into 2m sets, i.e, C = {C1, C2, . . . , C2m} and Ck �
{n|x̂n = ak}. The optimization problem (18) is non-convex and
can be solved by a two-step iterative method. In the first step, we
fix the constellation set A and estimate the transmitted symbol
as

x̂n = arg min
ak∈A

(|rn − ak|) . (19)

In the second step, we update A with fixed x. The updated
constellation symbol ak is expressed as

ak =
1

|Ck|
∑
l∈Ck

rl. (20)

2) EM Algorithm: The observed signals are combinations of
several Gaussian distributions with different mean values (con-
stellation points), which can be modeled as Gaussian mixture
model (GMM) given by

f (rn |θ ) =
2m∑
k=1

αk
1√

2πσk
2
exp

(
− (rn − uk)

2

2σk
2

)
, (21)

where the unknown parameter matrx is Θ = [θ1,θ2, . . . ,θ2m ],
and θk = [αk, uk, σk

2]
T . The logarithmic likelihood function is

log f (r |θ )=
N∑

n=1

log

(
2m∑
k=1

αk
1√

2πσk
2
exp

(
− (rn − uk)

2

2σk
2

))
.

(22)
EM algorithm is an iterative method for approximately obtaining
ML estimates of parameters. The detailed iterative process can
be found in [29], which is standard and thus omitted here.

After using K-means and EM methods, the detection SER can
be obtained as the performance metric.

E. Computational Complexity of Attack Types

For both two methods of random attack and correlated attack,
Eve estimates the modulation type randomly or based on its
own channel gain, and demodulates each received symbol. The
computational complexity is O(n) for n received symbols. For
post-processing attack, Eve searches a potential set of transmit-
ted symbols in all modulation types for each received symbol,
with a computational complexity of O(Ntn), where Nt is the

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on June 26,2023 at 07:11:57 UTC from IEEE Xplore.  Restrictions apply. 



2984 JOURNAL OF LIGHTWAVE TECHNOLOGY, VOL. 41, NO. 10, MAY 15, 2023

number of all modulation types {(m, ρ)}. For K-means method
of intelligent attack, Eve computes distance between each of n
symbols and K cluster centers with a complexity of O(Kn) at
each iteration, and thus with a total computational complexity of
O(KTn) afterT iterations. For EM method of intelligent attack,
Eve computes each weight wi,k of the ith received symbol in
the kth cluster at each iteration, where i ∈ {1, 2, . . . , n} and
k ∈ {1, 2, . . . ,K}. Therefore, the computational complexity is
O(KTn) after T iterations.

V. SUPERPOSITION PARAMETER OPTIMIZATION

Since Eve is a passive eavesdropper, Alice cannot get any
CSI of Alice-Eve channel and can only alter the modulation
parameters according to the CSI of Alice-Bob channel. One
selection strategy for superposition parameter ρB is to maximize
the detection error probability of Eve given that Bob’s SER is
lower than a certain threshold.

For random and correlated attacks, if Eve selects the correct
parameter to demodulate (i.e., ρB = ρE), a lower bound on SER
can be written as

SERL = 1−
M∑

m=1⎛
⎜⎝

snrmU∫
snrmL

Ps (snrE , ρB (snrB) , ρB (snrB)) f (snrB)dsnrB

⎞
⎟⎠,

(23)

where ρB is a function of snrB . We aim to maximize SERL

with respect to ρB , i.e.,

max
ρB

SERL ⇔ min
ρB

Ps (snrE , ρB (snrB) , ρB (snrB)) .

(24)
Theorem 1: The probability Ps of correct demodulation de-

creases monotonically as ρB increases when ρB ≥ 2 for 4-PAM
and ρB ≥ 4 for 8-PAM.

Proof: See Appendix A.
Based on Theorem 1, problem (24) is equivalent to

min
ρB

Ps (snrE , ρB (snrB), ρB (snrB)) ⇔ max ρB . (25)

Hence, Alice selects the maximum superposition parameter ρB
based on snrB , subject to the constraint that Bob’s SER is
lower than a certain threshold. Considering whether Alice has
an accurate snrB of W2A link, the constraint can be divided
into the following two forms.

A. Optimization Under Accurate W2A-Link SNR

Consider the optimization under accurate snrB , which serves
as a performance limit on a more realistic case where Alice
estimates snrB based on the W2A-A2W link correlation. The
optimization problem with respect to the superposition param-
eter is formulated as

max ρB
s.t. Pe (snrB , ρB) ≤ th

, (26)

where th is the threshold of Bob’s SER. The expressions of
demodulation SER Pe for 4-PAM and 8-PAM signals are given
by (3) and (4) with ρ = ρ′ = ρB . Since Pe increases with ρB
when ρB ≥ 2 for 4-PAM signal and ρB ≥ 4 for 8-PAM signal,
the constraint in (26) must hold with equality for the optimal
solution, i.e.,

Pe (snrB , ρB) = th, (27)

so we have

ρB = g (th, snrB) , (28)

where g is mapping function derived from Pe. It is implied that
the value of superposition parameter ρB is selected according to
the SNR of Alice-Bob channel and SER threshold.

B. Optimization Under Estimated W2A-Link SNR

In a more general case, Alice estimates W2A-link SNR snrB
based on the A2W link with estimation error. The SNR estima-
tion error (in dB) can be expressed as

η = snrB
dB − sn̂rB

dB = 20 log

(
hB

ĥB

)
, (29)

where sn̂rB is the W2A-link SNR estimated by Alice, and η is
a random variable on interval [−τ1, τ2].

Alice selects superposition parameter according to estimated
sn̂rB , and the optimization problem can be written as

max ρ̂B
s.t. Pe

(
snrB

dB , ρ̂B , ρB
) ≤ th,

∀snrBdB ∈ [sn̂rBdB − τ1, sn̂rB
dB + τ2

]
,

(30)

where ρ̂B is the superposition parameter selected by Alice, and
ρB is selected by Bob satisfying ρB = g(th, snrB) according to
(27). Pe denotes Bob’s SER when Alice modulates the symbols
with superposition parameter ρ̂B and Bob demodulates the
symbols with ρB , which is given by (3) and (4) with ρ = ρ̂B
and ρ′ = ρB . The robust optimization problem can be solved
using Matlab toolbox.

In addition, for intelligent attack, there is no explicit expres-
sion for Eve’s SER using K-means clustering and EM algorithm.
From the following simulation results in Fig. 16, Eve’s SER
increases with the superposition parameter selected by Alice
under the same modulation order, since the minimum distance
2
√

Es

ρ2+ 1
3×22m−2− 1

3

between constellation points of modulation

type (m, ρ) decreases with ρ. Lager superposition parameters
lead to shorter constellation distances and larger classification
errors for Eve. Therefore, the selection strategy is the same as
that given by (30). For post-processing attack, the entropy of
potential set is not sensitive to the superposition parameter of
transmitted symbols in (15), but the entropy depends on the
number of modulation types (m, ρ). The strategy in (30) varies
the modulation type based on the Bob’s SNR, which maximizes
the Eve’s entropy.
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Fig. 10. The superposition parameters versus SNR of Alice-Bob channel
(a) for 4-PAM signal and (b) for 8-PAM signal.

TABLE I
SELECTION OF MODULATION TYPE

VI. SIMULATION RESULTS AND DISCUSSIONS

In this section, we evaluate the performance of the proposed
scheme under different types of attacks. We consider modula-
tion orders {2, 4, 8}, corresponding to m = 1, 2, 3. Bob’s SER
threshold is set to FEC threshold 3.8× 10−3, and the relation
between superposition parameter ρB and accurate Bob’s SNR
snrB of W2A link is shown in Fig. 10 according (27). The
mapping relationship between discrete ρB and snrB is shown
in Table I.

Fig. 11. The SER versus (a) SNR of Eve (average SNR of Bob is 20 dB) and
(b) average SNR of Bob (SNR of Eve is 15 dB).

A. Channel Parameter Setting

In Section II-C, we experimentally measure the W2A and
A2W link gains when Alice and Bob are located at (0, 0, −0.2)
m and (0, 0, 0.7) m, respectively. The W2A link gain can be
estimated from the A2W link gain based on correlation and 92%
of relative estimation errors (hB − ĥB)/hB are within 0.05.
According to (29), the SNR estimation error range for Alice is
set to [τ1, τ2] = [−0.42, 0.45] dB. The lognormal distribution
parameters of fitting Bob’s channel gain are u1 = −5.21 and
σ1 = 0.59 from the experimental results, and thus Bob’s SNR
snrB follows the lognormal distribution with parameters (u, σ)
in (6). We adopt average SNR of Bob (E(snrB) = eu+

1
2σ

2
) to

represent different channel conditions in the subsequent parts.
The lognormal distribution parameters of Eve’s channel gain
are shown in Fig. 7(b) when Eve is located at (0.3 m, 0 m,
1.19 m) and (0.3 m, 0 m, 0.62 m). The measured link gain
values are adopted to evaluate the SER of Alice-Eve link in
Section VI-B to Section VI-F. In Section VI-G, limited by the
size of the laboratory space, we investigate Eve’s eavesdropping
performance at more distant locations by adopting the theoretical
model of channel gain in previous work [8].

B. Random Attack

Fig. 11(a) compares the SERs (cf., (5) and (7)) of the two
random attack methods when the Bob’s average SNR is 20 dB.
For the first method, it is seen that the SERs decrease from
0.86 to 0.77 as Eve’s SNR increases from 5 dB to 30 dB,
and drop slightly under CSI estimation error. Since the second
method randomly chooses modulation order and constellation
point index, the SER performance is independent of Eve’s SNR
and remains at 0.90. Fig. 11(b) shows the SER versus Bob’s
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Fig. 12. The SER versus correlation coefficients when Eve is (a) at (0.3, 0,
1.19) m and (b) at (0.3, 0, 0.62) m.

average SNR when Eve’s SNR is fixed at 15 dB. It is seen that
when Bob’s average SNR is low, there is a large probability that
Alice does not transmit signal, such that the SERs of these two
methods are close to 1. As Bob’s average SNR increases, the
probability of transmitting 2-PAM signal increases and the SER
decreases for both methods. When Bob’s average SNR keeps
increasing, the SER of the second method begins to increase due
to the lower probability of detecting 8-PAM symbols correctly.
The SER of the first method without CSI estimation error drops
to 0.74 as Bob’s average SNR increases to 24 dB, since the
probability that Bob and Eve select the same modulation type
increases.

C. Correlated Attack

As in the previous section, we assume that Bob is at (0, 0,
0.7) m and Bob’s average SNR is 20 dB. Fig. 12(a) shows the
SER (cf., (9)) versus correlation coefficient between Alice-Bob
channel and Alice-Eve channel. When Eve is located at (0.3, 0,
1.19) m away from Bob, the difference between Bob’s and Eve’s
SNR values is large due to different link attenuation. It is seen
that the SER increases with correlation coefficient and is beyond
0.84 for all correlation coefficients. The correlation coefficient
is essentially a normalized measurement of the covariance after
removing the mean SNRs of the two links, which reflects the
increasing/decreasing trend correlation across the mean SNRs.
Under large correlation coefficient, the SNRs of Alice-Bob
channel and Alice-Eve channel will increase/decrease simul-
taneously across their mean SNRs, but the SNR values do not
overlap under large difference in mean SNRs. Therefore, the
modulation order and superposition parameter selected by Eve
will be different from those for Bob in most cases. In addition,
the SER without CSI error is identical to the SER with CSI

Fig. 13. (a) The entropy versus average SNR of Bob and (b) the SER versus
Eve’s SNR (average SNR of Bob is 20 dB).

error, since the detection error mainly comes from different
modulation orders selected by Alice and Eve, and the difference
of superposition parameters caused by CSI estimation error
has little impact. In Fig. 12(b), when Eve is close enough to
Bob (0.3, 0, 0.62) m, the SNR difference gets smaller. As the
correlation coefficient increases, there is a high probability that
Eve’s SNR value is close to Bob’s. Therefore, the probability
of Eve choosing the correct modulation type increases and the
SER decreases from 0.70 to 0.55. However, this is an unrealistic
scenario as a passive eavesdropper can be detected if it is close
to a legitimate receiver.

D. Post-Processing Attack

Fig. 13(a) shows the entropies of Alice and Eve (cf., (14)
and (15)) versus Bob’s average SNR. It is seen that as Bob’s
average SNR increases to 20 dB, the number Nt of modulation
types transmitted by Alice increases, and the entropies of Alice
and Eve for Δρ = 0.1 increase to 5.85 bits and 4.17 bits,
respectively. If we change Δρ = 0.5, the entropies of Alice and
Eve increase to 4.61 bits and 2.93 bits, respectively. Smaller
step size increases the variety of superposition parameters and
increases the uncertainty of transmitted symbols, resulting in
higher complexity of successful cracking for Eve. In Fig. 13(b),
when symbol (m∗ = 2, ρ∗ = 3, k∗ = 3) is transmitted, the SER
(cf., (16)) for Δρ = 0.1 decreases from 0.99 to 0.98, and the
SER for Δρ = 0.5 decreases from 0.96 to 0.93 as Eve’s SNR
increases from 5 dB to 30 dB. The reason is that a higher SNR
leads to an increase of the probability that transmitted symbol is
in the potential set. Smaller step size of superposition parameters
leads to a larger potential set, and further leads to a higher SER.
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Fig. 14. The accuracy of modulation order detection versus Eve’s SNR (sym-
bol number is 200).

Fig. 15. The RMSE of estimation of constellation locations versus (a) SNR
of Eve (symbol number is 200) and (b) symbol number (SNR of Eve is 10 dB).

E. Intelligent Attack

Eve calculates Silhouette scores of different modulation or-
ders (i.e., clustering numbers) to select the optimal value of the
modulation order. The accuracy of modulation order detection
is shown in Fig. 14. For equally spaced 4-PAM signal (m = 2,
ρ = 2), Eve’s SNR needs to be over 15 dB to achieve 100%
accuracy of modulation order detection. As the modulation order
and superposition parameter increase, Eve’s SNR increases to
21 dB (m = 2, ρ = 3), 24 dB (m = 3, ρ = 5) and 28 dB (m = 3,
ρ = 6) to achieve 100% accuracy of modulation order detection.
The high SNR requirement for Eve implies low probability of
successful demodulation in realistic scenarios.

In Fig. 15, we compare the estimation performance of constel-
lation locations of K-means clustering and EM algorithm after

Fig. 16. The SER versus (a) SNR of Eve (symbol number is 200) and
(b) symbol number (SNR of Eve is 25 dB).

the modulation order (clustering number) is correctly identified.
For K-means clustering in Fig. 15(a), after running 104 times,
the root mean square error (RMSE) for different modulation
types (m, ρ) decreases to 6.31× 10−3 as Eve’s SNR increases to
30 dB. The RMSE of constellation estimation of EM algorithm
is lower than that of K-means clustering in low SNR regime, but
higher than that of K-means clustering in high SNR regime.
Since EM algorithm has more initialization parameters than
K-means clustering and is more sensitive to initialization, it is
inferior to K-means in high SNR regime. Fig. 15(b) shows that
the RMSE of constellation point estimation decreases with the
collected symbol number (from 40 to 400), and tends to a stable
value. Larger modulation order and superposition parameter
yield higher stable value of RMSE.

After modulation order detection and constellation location
estimation, the SER performance SERint is shown in Fig. 16.
The SER of K-means for all three modulation types decreases
to 8.40× 10−3 when Eve’s SNR increases to 30 dB, as shown
in Fig. 16(a). In the low SNR regime, the low accuracy of
modulation order detection results in SER of 1. The SER of EM
algorithm is close to that of K-means algorithm when (m, ρ) =
(2, 3). However, for the other two modulation types, the SER of
EM algorithm is higher than that of K-means algorithm in high
SNR regime. It is seen from Fig. 16(b) that under Eve’s SNR of
25 dB, the SER of K-means for (m, ρ) = (3, 6) increases from
0.48 to 0.69 as the symbol number increases from 40 to 400.
Since higher superposition parameter yields smaller distance
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of constellation points, which may further lead to the increase
in the probability of near-constellation points being classified
into one cluster, and the error probability of modulation order
detection increases. For (m, ρ) = (2, 3) and (m, ρ) = (3, 5), as
the number of symbols increases, SERs of K-means gradually
reach steady value 0. It indicates that higher Eve’s SNR leads
to an increase in the successful demodulation probability for
symbols with low superposition parameters.

F. Distributions of SER

Note that SER varies with the channel gain of each coherent
time. In this subsection, we investigate the distributions of SER.
Assume that Alice, Bob and Eve are located at (0, 0, −0.2) m,
(0, 0, 0.7) m and (0.3, 0, 1.19) m, respectively. Assume that the
average SNR of Bob is 20 dB. The SER is calculated for each
frame of length 1000 within coherent time interval (2 ms), and
104 frames are adopted to investigate the distributions of SER.

The distributions of SER for Bob and Eve are shown in
Fig. 17. For random, correlated and post-processing attacks, the
SER is mostly distributed near 1 due to the incorrect selection
of modulation parameters. For intelligent attack in Fig. 17(e),
there exists a certain proportion of low SER since the clustering
performance is significantly improved at high Eve’s SNR as
shown in Fig. 16(a).

The proportions of Eve’s SER higher than Bob are 0.99
(random attack, method 1), 1 (random attack, method 2), 0.96
(correlated attack), 1 (post-processing attack), 0.89 (intelligent
attack, K-means) and 0.99 (intelligent attack, EM), respectively.
Such results imply that under W2A surface fluctuation, there
is a large possibility that Eve has a higher SER than Bob in
each frame. Higher decoding failure of Eve can be predicted if
proper channel codes are adopted for Alice-Bob channel, which
is beyond the communication capability of Alice-Eve link.

G. Insecure Region

To investigate the insecure region, we adopt the theoretical
model of channel gain in previous work [8] to calculate Eve’s
SER in different positions, where the statistical properties of link
gains can match those from real measurements. Assume that Eve
adopts K-means algorithm of intelligent attack to demodulate
symbols, since it yields the smallest probability that Eve has a
higher SER than Bob as shown in Section VI-F. Assume that
Alice and Bob are located at (0, 0, −0.2) m and (0, 0, 2) m,
respectively. In Fig. 18, we fix Eve’s y-coordinate at 0 m and
vary the x-coordinate and z-coordinate. Note that x-coordinate
cannot be 0 since eavesdropper cannot block Bob’s light path.
When the water surface is calm as shown in Fig. 18(a), the
channel gain and SNR do not vary with time. There is only one
position (0.5, 0, 1) m where Eve’s SER is lower than Bob’s, since
Eve is much closer to Alice than Bob and receives more optical
power. In Fig. 18(b), for wave slope statistics in laboratory envi-
ronment following truncated logistic distribution with parameter
σw = 6.7 degrees in [8], the probability of Eve’s SER higher
than Bob’s exceeds 0.99 in the positions withx-coordinate larger
than 1.5 m. It is seen that the insecure region (x < 1m and z < 2
m) is between Alice and Bob with small horizontal distance,

Fig. 17. The distributions of SER for (a) Bob, (b) random attack, (c) correlated
attack, (d) post-processing attack and (e) intelligent attack.

but eavesdropping operation is unrealistic in such region. In
Fig. 18(c), when wave intensity increases (truncated logistic
distribution with parameter σw = 10 degrees), the probability
of Eve’s SER higher than Bob’s at the same position decreases
slightly compared with Fig. 18(b). Greater wave intensity in-
creases the probability of Eve’s channel gain higher than Bob’s,
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Fig. 18. The probabilities of Eve’s SER higher than Bob’s versus Eve’s
positions (Bob is at (0, 0, 2) m) for (a) calm surface, (b) wave surface (truncated
logistic distribution σw = 6.7 degrees) and (c) wave surface (truncated logistic
distribution σw = 10 degrees).

and decreases the probability of Eve’s SER higher than Bob’s.
It is shown that the insecure region is also between Alice and
Bob with small horizontal distance.

VII. CONCLUSION

In this work, we have investigated a PLS scheme for W2A-
VLC systems. Based on high correlation between the W2A
and A2W link gains verified by ray tracing simulation and
experiment, the proposed scheme selects the modulation order
and superposition parameter between the legitimate transceiver.

Four attack types have been considered to investigate the security
performance of the proposed scheme. Based on the link gains
from real measurements, the SERs have been analyzed for both
random and correlated attacks. It is shown that Eve’s SER under
random attack exceeds 0.77 when Eve’s SNR varies from 5 dB to
30 dB, and under correlated attack Eve’s SER decreases only for
a high correlation coefficient when Eve is close enough to Bob.
In addition, the entropy of potential set under post-processing
attack has been derived, demonstrating that the complexity of
successful cracking increases with the number of modulation
types. For intelligent attack, the K-means clustering and EM
algorithm are adopted to identify the modulation type, where
a larger modulation order and superposition parameter lead to
larger RMSE due to small distance of adjacent constellation
points. The distributions of Eve’ SER show that the probability
of Eve’s SER higher than Bob’s is higher than 0.9 for other
types of attacks, except for K-means-based intelligent attack
with probability 0.89. In addition, the probability of Eve’s SER
higher than Bob’s under K-means-based intelligent attack is in-
vestigated for different Eve’s positions. It is shown that insecure
region where such probability is lower than 0.5 under wavy water
surface is enlarged compared to calm surface. Such region is only
located between Alice and Bob with small horizontal distance,
which is unrealistic for eavesdropping operation. Greater wave
intensity increases the probability of Eve’s channel gain higher
than Bob’s, and decreases the probability of Eve’s SER higher
than Bob’s. Analytical and simulation results demonstrate a
significant improvement in secrecy performance of W2A-VLC.

APPENDIX A
PROOF OF THEOREM 1

The partial derivative of Ps with respect to ρB for 4-PAM
signal is given by

∂Ps

ρB
=

√
snrE√

(1 + ρB2)5
exp

(
−
(
2− 2ρB + ρB

2
)
snrE

2 (1 + ρB2)

)
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2
)(1 + ρB

2
√
2π

exp

(
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2 + 2ρB2

)
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2π

exp
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. (31)

Since 1+ρB

2 < ρB and (ρB − 1)2 ≥ 1 for ρB ≥ 2, we have
∂Ps

∂ρB
≤ 0 for ρB ≥ 2. The partial derivative of Ps with respect

to ρB for 8-PAM signal is derived as

∂Ps
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=

√
snrE

4
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exp
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Since 6ρB > 5 + 3ρB and (ρB − 3)2 ≥ 1 for ρB ≥ 4, we have
∂Ps

∂ρB
≤ 0 for ρB ≥ 4. In summary, we have proved that the

probabilityPs of correct demodulation decreases monotonically
with ρB when ρB ≥ 2 for 4-PAM and ρB ≥ 4 for 8-PAM.
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