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Secrecy Performance Analysis for Water-to-Air
Visible Light Communication
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and Zhengyuan Xu
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Abstract—This paper investigates the physical-layer security
for water-to-air (W2A) visible light communication (VLC). The
impacts of surface fluctuation and underwater scattering on the
channel gain are theoretically analyzed, which is verified in a
laboratory W2A-VLC link. The statistical properties of wave slope
under experimental conditions are measured by image processing
and the probability density function of the slope can be approxi-
mated by alogistic distribution. We observe that dynamic waves can
cause information leakage and experimental results indicate that
the probability of secure communication increases from 90.39 %
to 96.18% as the eavesdropper’s elevation increases from 1.15 m
to 1.42 m, which are approximately consistent with the numerical
results. To investigate the parameters affecting the secrecy per-
formance, several secrecy performance metrics are numerically
calculated under different wave intensities, eavesdropper’s loca-
tions, divergence angles of LED, underwater scattering coefficients
and wavelengths of transmitted beam. It is seen that the secrecy
performance is degraded as the wave intensity increases, while
random scattering can mitigate the water surface fluctuations and
reduce the probability of information leakage.

Index Terms—Scattering, secrecy performance, surface fluct-
uation, visible light communication, water-to-air.

1. INTRODUCTION

exploration and thus underwater wireless communication
technology has attracted extensive attention [1]. Several wire-
less carriers can be adopted to transmit data in the underwater
environment. However, radio-frequency (RF) waves are heavily
attenuated by sea water due to the skin effect [2] and acoustic
communication systems suffer from low data rates and high
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Fig. 1. A W2A-VLC scenario with eavesdropper.

latencies. Therefore, underwater optical wireless communica-
tion has become an attractive and viable alternative, since it can
provide a much higher transmission bandwidth and much higher
data rate under short-to-medium distance [3].

Due to inherent broadcast nature of visible light communi-
cation (VLC) channels, the information may be eavesdropped
by unauthorized terminals in the coverage of the light-emitting
diode (LED) [4]. In indoor scenarios, the secrecy performance
has been investigated for the case of randomly located eaves-
droppers [5], [6]. The upper and lower bounds on the secrecy
capacity were derived with both average and peak optical in-
tensity constraints [7], [8]. Robust beamforming and jamming
signal schemes have been widely adopted to improve the se-
crecy performance [9]-[12]. In outdoor scenarios, the impact of
link misalignment on secure communication was theoretically
analyzed by modeling the misalignment as a four-parameter
Beckmann distribution [13], [14]. The probability of secure
communication was studied via considering random fading
characteristic of the received optical intensity caused by the
atmospheric turbulence [15], [16]. To the best of the authors’
knowledge, the secrecy performance for W2A-VLC scenario
has not been systematically investigated in previous studies.

In this work, we consider the impacts of fluctuation and
refraction of water surface and underwater scattering on secrecy
performance. A typical W2A-VLC scenario is shown in Fig. 1,
where a underwater platform (Alice) transmits information to an
unmanned aerial vehicle (Bob) in the presence of an unmanned
aerial vehicle (Eve) eavesdropping the information. Considering
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low-cost LEDs adopted in the transmitter, which usually have
a large coverage area, the effect of blockage caused by Bob
can be negligible. Due to the massive scattering particles in
the water, the beam has larger divergence and coverage area.
Besides, the wavy surface caused by water turbulence and wind
is considered, resulting in a random deflection of the light beam.
Therefore, Eve may have a chance to eavesdrop a portion of
the power emitted by Alice, threatening the communication
security. Since the transmitter is several meters under the water
surface, the temperature and salinity difference caused by the
turbulence is negligible, where the main effect of turbulence is
the wavy water surface [17]. Moreover, the temporal dispersion
caused by scattering can be neglected if the transmission speed
is lower than Gbps [2], which is the application scenario of
this work. The motivation of this paper is to investigate the
secrecy performance of W2A-VLC systems. Firstly, channel
gains from Alice to Bob and Eve in the presence of surface
fluctuation and underwater scattering are theoretically derived.
A real W2A-VLC link is established to verify the theoreti-
cal derivation and explore the secrecy performance under the
wavy surface. The experimental results show the probability
of secure communication increases from 90.39% to 96.18% as
the eavesdropper’s elevation increases from 1.15 m to 1.42 m,
which is approximately consistent with the numerical results.
The wave slope statistics under the experimental condition are
measured and characterized through image processing. Then, we
investigate the secrecy performance via numerical simulations
for a wider range of parameters. The intensity distributions
on receiving plane, channel gain distributions and correlation
coefficients are investigated under wavy surface conditions.
In addition, secrecy performance metrics including insecure
region, probability of strictly positive secrecy capacity (SPSC)
and secrecy outage probability (SOP) are investigated in the nu-
merical calculation. It is seen that secrecy performance improves
as Eve’s distance increases and the wave intensity decreases.
While random scattering can reduce the effect of waves, and
thus a type of water with a larger scattering coefficient and a light
beam with a shorter wavelength would increase the probability
of secure communication. There exists an optimal divergence
angle of LED because too small or too large divergence angle
will increase the probability of eavesdropper’s channel being
better than legitimate receiver’s.

The remainder of this paper is organized as follows. In
Section II, we theoretically investigate the channel gain from
an underwater transmitter to a receiver in the air, considering
dynamic water surface fluctuation and underwater scattering.
Several secrecy performance metrics including secrecy capacity,
probability of SPSC and SOP are introduced. In Section III, a
real W2A-VLC system is established to verify the theoretical
derivation, and statistical properties of wave slope in the exper-
imental environment are characterized by image processing. In
Section IV, we calculate the PDFs of channel gain and correla-
tion coefficients at different positions, investigate the intensity
distributions and insecure regions in receiving plane under dif-
ferent types of water surface, and numerically investigate the
probability of SPSC and SOP under different parameters, such
as wave intensities, scattering coefficients, wavelengths of the

JOURNAL OF LIGHTWAVE TECHNOLOGY, VOL. 40, NO. 14, JULY 15, 2022

beam and divergence angles of LED. Finally, we conclude this
work in Section V.

II. SYSTEM MODEL AND SECRECY PERFORMANCE METRICS
A. System Model

Consider a W2A-VLC system as shown in Fig. 2. An un-
derwater transmitter Alice modulates information bits to visible
light signals and sends them to a legitimate receiver Bob in
the air, while an eavesdropper Eve is stealing information in
a passive manner. The receiving areas of Bob and Eve are
(rptdyp,yp £dyp,zp)and (g £ dyp,ye £ dyp, 25), re-
spectively. The underwater transmitter Alice is located at
(0,0, zo) and sends a visible light beam with divergence half-
angle «, source aperture 7, zenith angle 7, and total power P;.
After propagating up to the air/water surface, one of the rays sent
by Alice reaches the surface at (g, yo,0) with incident angle
v £ {¥z,7} (7= and 7, are the incident angles measured in
x — z plane and y — z plane, respectively). The intensity of the
incident ray is given by [18],

AT (xo,yo,zoy’Yza'Yy)
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Fig. 2. The coordinate system of W2A-VLC.

gy = sign(&,). (12)
In the above Equations, a is absorption coefficient and s
is scattering coefficient, and ¢ is the parameter of normalized

scattering function f(6) = 525e~9¢.

B. Channel Gain Characterization

Existing works on W2A-VLC transmission characterization
under dynamic water surface with scattering adopted Monte
Carlo methods [2], which will consume a lot of computing
resources. In (69) of [18], the link loss was theoretically derived
in a simplified case where the water surface is calm. In this
section, based on the ray intensity in [18], we further derive
the channel gain at the receiver for arbitrary wavy surface. To
calculate the channel gain, we need to analyze the conditions of
rays that can reach the receiving plane. Assume that the refracted
ray at surface point (zo,yo) has refraction angle (v',,7',).
According to geometric relations, the condition for the refracted
ray to reach the receiving plane (x £ d,,y + d,, z) is
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According to Snell’s law, the relationship between incident and
refracted rays is given by,

n'sin (Y + R) = nsin(y+ R), (15)

where R is the local slope of the air/water surface, n’ is the
refractive index of air and n is the refractive index of water.

Theorem 1: The range of incident angles is derived from (14),
as follows,

{71 S [’YILa’ny] (16)

Yy € L, Vv ]

Proof: See Appendix A and vy, 1,, Y./, Yy 1, and 7y, are shown
in the Appendix A.
When (7' + R) < 45°, (15) can be approximated as [18],

/ /
'ymn'y/—i—(n—l)R.
n n

Therefore, the range of incident angles can be simplified as,

a7

e € [+ (2= 1) Ry, 2o+ (%’ - 1) Rz}
Ty € %’VlyL + % -1) Ry, %VIyU + <% - 1) Ry}

(18)
When such incident rays does not exist, for example, the rays
do not pass the transmitter, the intensity contribution of the
rays becomes zero. Then, received power on the receiving plane
(x £dg,y £ dy,2)is

/ / / / A (JCO;yo,ZO”y%%}) d%cd%,d.rodyo,
Zxo Yo - 'Yy
(19)

where (9, o) € €2, which is the area of light spot on the water
surface. In the following, we provide a general form of link gain,
where approximation in (17) does not necessarily hold.
Theorem 2: The channel gain of the receiving plane
(x £dy,y % d,, z) canbe written in (20), as shown at the bottom

of this page, where er f(z) = % I e dn.

—ztan (7/,) + 2o € [x — dy, x + d,] (13) Proof: See Appendix B.
—ztan (v,) +vo € [y —dy,y + dy] The channel gains of Bob and Eve can be obtained
by replacing the receiving area from (x £d,,y+d,,z) to
Then, the range of refraction angles is given as follows, (¢ £dyp,ys £dyp,2p)and (zg £ dyg, yr £ dyr, 2E), Te-
spectively.
v, € [arctan (”{%wo) ,arctan (””’djiz’“)]
A Y oY at] C. Secrecy Performance Metrics
Tl xr
vy € [arctan (y'ﬂf%yo) ,arctan (ﬂ%yo)} - (14 An achievable secrecy rate is given as follows [19],
A
= [y v'yo] Cs = max {Cp — Cg, 0}, 1)
2 2
T OXP {—a\/(xo2 Fyo? + 207) — SR L x
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o Vot —Fa N o VoL Ve et
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where C'p and Cp are the instantaneous capacities of the
legitimate transmission (Alice-Bob) and the wiretap channel
(Alice-Eve), respectively. Unlike RF wireless communications,
the transmitted signal in VLC must be unipolar and satisfy
amplitude constraints to avoid clipping distortion. We consider
the secrecy capacity for VLC with both average and peak optical
intensity constraints. Lower and upper bounds on the secrecy
capacity are derived in [7],

CS > CsL =
cA 2
. 0.123 |:h%€_QC£P(ecl) + 27T€0'23:|
218\ oo [ AGA) 2 22
Teoy {7 — h%E2P2? + o2 }
(22)
Cs <Coqy =
h2
| (7% +0%) (R AP + 03)
ilog

o2 (hQEAfp + 2%0123 + 0125) (1 + h UB) 7
(23)

where A is the peak optical intensity of the LED; £ € (0, 1] is the
dimming target; P € (0, A] is the nominal optical intensity of
the LED for long-term stable operation and the average optlcal
mten31ty1s €P; cis the solution to equation £ = L — L
0% and 0% denote the variances of additive white Gaussian noise
at Bob and Eve, respectively.

When Bob’s channel is worse than Eve’s channel (i.e.,
hg/op < hg/oE), the secrecy capacity Cj is zero and secure
transmission cannot be guaranteed. Itis necessary to characterize
the insecure region and the effects of water waves on the insecure
region. In addition, SOP reflects the events that the instantaneous
secrecy capacity is below target rate R, given by,

(Cs < Ry). 24

Pout = P

Lower and upper bounds on SOP can be expressed as follows,

{pout S p(CsL S Rs)
Pout 2 p(CsU S Rs) ’

The probability of SPSC can be regarded as the probability of
existence of a secure communication, written as,

(Cs>0).

(25)

Ps =D (26)

Since the channel capacity C' increases monotonically with the
channel gain h, assuming noise variance 0% = 0%, (26) can be
rewritten as,

ps =p(hp > hg). (27)

III. MODEL VERIFICATION VIA EXPERIMENTS

A. Wave Slope Measurements

To verify the theoretical derivation via experiments, we need
to quantitatively characterize the wave slope statistics under
laboratory condition. We adopt the slope measurement system
shown in Fig. 3(a) to obtain the statistics of the wave slope [20],
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Fig. 3. (a) The experimental system of wave slope measurement and (b) the
laser spot on the screen.

where a laser pointer (HMSfSYymR4x, 532 nm) is directed
vertically upward through the water surface and a wave generator
is placed in a water tank (Yujang CX-W3) to generate the wave.
After refraction, the beam passes through a lens and falls on
a screen placed at the focal plane of the lens. As the channel
coherence time with water fluctuation is a few milliseconds in
the experimental measurements, a camera (Flare 2M360MCL)
with frame rate 400 frame/s and exposure time 400 ns is adopted
to capture the laser spots on the screen. Due to dynamic water
waves, the spot position of each frame fluctuates randomly, and
the center coordinates of light spot are extracted through image
processing, which are marked as red dots in Fig. 3(b). Then, the
slope angle of the area where the narrow laser beam emerges
can be obtained from = and y coordinates of the spot through
geometric relations, which is described in [20], where R, is the
slope angle measured on x — z plane and R, is that on y — z
plane.

By recording 10,000 frames, the probability density functions
(PDFs) of slope angles R, and R,, are shown in Fig. 4. The slope
mainly lies in the range of [—40, 40] degrees and is symmetri-
cally distributed around 0°, which is similar to the outdoor ex-
perimental results in [21]. Compared with Gaussian distribution,
the PDF is steeper near O ° and thus Gaussian cannot well fit.
Similar to [22], we examine the accuracy of various statistical
distributions in terms of their goodness of fit to the experimental
data. One-sample Kolmogorov-Smirnov (K-S) test (correspond-
ing to k-s test function in Matlab) is adopted to test the null
hypothesis where the empirical cumulative distribution function
(CDF) of the data is equal to the hypothesized CDF [23]-[25].
The null hypothesis is rejected (h = 1) if the p-value is lower
than the significance level 5%. For slope angle R, the results
are h = 0 and p = 0.17, which indicate that logistic distribution
can well fit the experimental data. Meanwhile, the hypothesis
test results of normal distribution (h =1, p = 2.42 x 10710y,
extreme value distribution (b = 1, p = 3.94 x 10~7°) and gen-
eralized extreme value distribution (h = 1, p = 1.69 x 10730)
show that the data cannot be well fitted by these distributions.
For slope angle R,, we have h = 0 and p = 0.15 for logistic
distribution, and the hypothesis test results of normal distribution
(h=1, p=>5.02 x 1077), extreme value distribution (h = 1,
p = 1.36 x 1073%) and generalized extreme value distribution
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Fig. 4. The PDFs of the slope angles (a) R, and (b) R,.

(h=1, p=23.15 x 10737). It is seen that the data can be well
fitted by a logistic distribution with parameters w,, and o, i.e.,

exp (20
.
Tw [1 + exp (L;Z“’ )]

A water surface can be considered as a collection of patches
and assume the same surface slope parameter within each patch
scale for short-scale waves [26]. In our experimental environ-
ment, the waves in the tank can be considered as irregular short
waves, and we can apply the measured PDFs of slope angles to
generate random water surface in the numerical evaluation.

flx) = (28)

B. W2A-VLC System

A W2A-VLC system is established to verify the accuracy
of the proposed theoretical model and investigate the secrecy
performance under wavy surface, as shown in Fig. 5. The
wave slope statistics is approximated by a logistic distribution
shown in (28). An arbitrary waveform generator (AWG, Rigol
DG5252) is adopted to generate a sinusoidal wave (f = 50 kHz,
Vop = 3 V) to drive a green LED (Cree XBDGRN, 520 nm)
with beam angle of 43.6 degrees under depth of 0.15 m. A wave
generator (Yujang CX-W3) is placed in a water tank to gener-
ate wave. Then, an avalanche photodiode (APD1, Hamamatsu
C10508-01, as the legitimated receiver Bob) is placed directly
above the LED at (0 m, 0 m, 0.68 m) and the received signal
is sampled by a digital storage oscilloscope (DSO, Teledyne
Lecroy LabMaster 10-36Zi-A) with sampling rate f; = 500
kSa/s for offline signal processing. In the same way, we set the
location of APD2 (Hamamatsu C10508-01) as the eavesdropper
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Fig. 5. The experimental system of W2A-VLC for Alice, Bob and Eve.
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Fig. 6. The probability distributions of channel gain (a) in the experiment and

(b) in the theoretical results.

Eve. Both Bob and Eve collect data under calm and wavy surface
conditions. The channel gain of Bob and Eve can be extracted
by using the digital signal processing method in [27]. Besides,
due to different responses of the two APDs, we normalize them
via the amplitudes of the same LED under the same distance to
obtain an accurate ratio of channel gain.

To verify the theoretical model, we apply the statistical dis-
tribution of water waves in Fig. 4 to generate surface slopes and
calculate the link gain statistics of Bob and Eve by (20). The
probability distributions under wavy surface at different receiver
locations in the experiment and theoretical calculation are shown
in Fig. 6. It can be seen that the experimental distribution can be
well fitted by that from theoretical derivations, except a scaling
factor from the device amplification factors. We also compare
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Fig.7. The joint probability distributions of channel gain (a) in the experiment
and (b) in the theoretical results.

the joint probability distribution of channel gain in Fig. 7 when
Bob and Eve are located at (0 m, O m, 0.68 m) and (0.19 m,
0.21 m, 1.15 m), respectively. The experimental distribution is
close to but not as smooth as the theoretical distribution due to
noise. The scaling factor is 5.49 x 103 and the L2-norm of the
difference between experimentally empirical distribution and
theoretical distribution is 0.03.

Then, the secrecy performance under the given experimental
condition is investigated. Fig. 8 shows ratio hp/hg over the
time. Under calm water surface, hp/hp increases from 2.16
to 4.50 as Eve’s elevation increases from 0.85 m to 1.42 m,
and the channel gain of Bob is always larger than that of Eve.
However, h g /hg has alarge fluctuation under wavy surface and
Bob’s channel gain can be lower than that of Eve. The PDFs of
hp/hg are shown in Fig. 9 for the three cases and they can be
fitted by a lognormal distribution with parameters ;o and o, i.e.,

1 —(Inz — p)?
x) = ex .
flz) = —— p( 557
Such approximation is verified by one-sample K-S test with
results A = 0 and p = 0.14.
The probability that Bob’s channel is better than Eve’s one
can be written as,
p(hB/hE > 1) =1 —p(hB/hE < 1)

- 1_1 B
=32 (5

(29)

(30)

As Eve changes the location from (0.19 m, 0.21 m, 0.85 m)
to (0.19 m, 0.21 m, 1.15 m) and (0.19 m, 0.21 m, 1.42 m),
parameter o of the lognormal distribution increases from 0.68
to 1.36 while parameter o decreases from 0.88 to 0.73, and
the probability of SPSC calculated from (30) via lognormal
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approximation are 78.02%, 90.59% and 96.88%, respectively,
which is approximately consistent with that calculated from the
raw experimental data (78.00%, 90.39% and 96.18%). It is seen
that the theoretical results on the ratio distribution in Fig. 10 are
similar to the experimental results in Fig. 9. The probability of
SPSC at (0.19 m, 0.21 m, 0.85 m), (0.19 m, 0.21 m, 1.15 m)
and (0.19 m, 0.21 m, 1.42 m) are 79.43%, 89.86% and 94.46%,
respectively.

In summary, by measuring the wave slope statistics in the lab-
oratory experimental environment, we generate the wave slopes
that follow the experimental slope distribution and substitute
them into (20) to calculate the channel gains. Both the channel
gain distributions and the probability of SPSC obtained from
experimental results are in good agreement with the theoretical
results, which verify the feasibility of the theoretical calculation.

IV. FURTHER EXPLORATION OF SECRECY PERFORMANCE

After verifying the theoretical model, we further investigate
the secrecy performance via numerical simulation for a wider
range of parameters. Assume a collimated illuminating source
with wavelength 520 nm is perpendicular to the water surface
with transmission optical power P; = 1 W. Assume absorption
coefficient a and scattering coefficient s are 0.04 /m and 0.06 /m,
respectively, close to Jerlov type IB water in [28]. The refractive
index of air n’ and water n are 1 and 1.33, respectively.

A. Distributions of Light Intensity and Channel Gain

We consider the calm surface in Fig. 11(a), the wavy surface
whose slope satisfies sinusoidal function (peak angle of 44.7
degrees) in Fig. 11(b), and the wavy surface whose slope fol-
lows truncated logistic distribution (u,, = 0 degree and o, = 5
degrees) in the interval of [ 45 degrees, 45 degrees], as shown
in Fig. 11(c). When the depth of the source is 2 m and the
elevation of the receiving plane is 1 m, the coverage and intensity
distribution of light spot under calm and wavy surface conditions
are shown in Fig. 12. The total receiving power on the receiving
plane is 0.9679 W. Compared with the circular light spot under
calm surface condition in Fig. 12(a), the light spots in Fig. 12(b)
and (c) are twisted, and the intensity varies significantly from
point to point.

The PDFs of channel gain at different positions are calcu-
lated from (20) when the wave slope follows truncated logis-
tic distribution (u,, = 0 degree and o,, = 5 degrees). Assume
that the receiving aperture is 0.04 m. As shown by Fig. 13,
the PDF gradually shifts to the left and concentrates as the
receiver’s height and horizontal distance increase. As the re-
ceiver moves far away from the light source, both the channel
gain and the channel gain fluctuation caused by the wave are
reduced.

In Fig. 14(a), the correlation coefficient between Bob’s and
Eve’s channel is calculated. Assume Bobis at (0.1 m, 0.1 m, 1 m)
and Eve’s coordinate varies from (0.1 m, 0.1 m, 1 m) to (0.1 m,
0.1 m, 7 m). In case 1, the wave slope follows truncated logistic
distribution (u,, = 0 degree and o,, = 5 degree), divergence
half-angle o of LED is 0°, underwater scattering coefficient s is
0.06 /m and wavelength A is 520 nm. As the divergence angle
increases to 10 degrees (case 2) or the scattering coefficient
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experiment.
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Fig. 11.  Slopes of (a) calm surface, (b) wavy surface (sinusoidal function) and (c) wavy surface (truncated logistic distribution).

shows the correlation coefficient with respect to x-coordinate
of Eve (from (0.1 m, 0.1 m, 1 m) to (0.2 m, 0.2 m, 1 m)).
Compared with Fig. 14(a), the correlation coefficient decreases
more rapidly with horizontal distance, which means horizontal
displacement causes greater difference in terms of light intensity.

increases to 0.08 /m (case 3) or the wavelength decreases to
310 nm (case 4), the correlation is enhanced, which is similar in
Fig. 14(b). The reason is that a light with a shorter wavelength
has a larger scattering coefficient, and increasing scattering or
divergence can reduce the channel gain fluctuations. Fig. 14(b)

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on June 26,2023 at 07:14:19 UTC from IEEE Xplore. Restrictions apply.



4614

y(m)
y(m)

(a) (b)

Fig. 12.
logistic distribution).

3000
[1(0.1,01,1)m
2500 [ 1(0.1,01,1.5)m
(0.1,0.1,2) m
2000 | [1(0.1,01,3)m
&
2 1500

1000 r

500 |

Channel gain x107
(@)
1500
[——1(0,0,1)m
[7(0.1,0.1,1) m
(0.2,02,1)m
1000 [1(0.3,03,1) m

PDF

500 1

Channel gain

(®)

%10

Fig. 13. Channel gain distributions (a) versus different elevations (z-
coordinate) and (b) versus different horizontal positions (x-coordinate and
y-coordinate).

B. Insecure Region

Assume that the receiving apertures of Bob and Eve are both
0.04 m. Bob is located above the light source at (0 m, O m, 1 m)
and Eve is located in various positions on the receiving plane
with height 1 m. In the following, we assume that op = o,
where the area is insecure if and only if hp < hp. Fig. 15 shows
the contour line of log,(hg/hg) versus different positions of
Eve under certain time instants. Under calm surface, no area
in the receiver plane belongs to insecure region, as shown in
Fig. 15(a), and the secure transmission can be guaranteed for
all positions on the receiver plane. When the surface is wavy,
there are some insecure regions where log,o(hp/hg) < 0 in
Fig. 15(b) and (c). For the wave slope satisfying sinusoidal

JOURNAL OF LIGHTWAVE TECHNOLOGY, VOL. 40, NO. 14, JULY 15, 2022
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The intensity distributions of light spot on the receiving plane for (a) calm surface, (b) wavy surface (sinusoidal function) and (c) wavy surface (truncated
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Fig. 14.  Correlation coefficients (a) versus different z-coordinate of Eve (x =
0.1 m, y =0.1 m) and (b) versus x-coordinate of Eve (x =y, z= 1 m) under case
1 (o = 5 degrees, « = 0 degree, s = 0.06 /m, A = 520 nm), case 2 (o, = 5
degrees, a = 10 degrees, s = 0.06 /m, A = 520 nm), case 3 (o, = 5 degrees,
«a = 0 degree, s = 0.08 /m, A = 520 nm) and case 4 (o, = 5 degrees, o = 0
degree, s = 0.118 /m, A = 310 nm).

function, the insecure region consists of a series of ellipse-type
areas arranged along the y-axis. When the wave slope follows
truncated logistic distribution, the insecure region is twisted with
irregular shape.

C. Probability of Strictly Positive Secrecy Capacity

Due to wavy water surface, Eve’s channel gain can be larger
than Bob’ one, leading to zero secrecy capacity. In Fig. 16(a), we
calculate h g /h g under different Eve’s locations, assuming that
the slope of wavy surface follows truncated logistic distribution
(uy = 0 degree and o, = 5 degrees) and Bob is at (0 m, 0 m,
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r = 0.1 m, o, = 5 degrees, « = 0 degree, s = 0.06 /m), (b) for different o,

of truncated logistic distribution of the wave slope (zp = 1.5 m, a = 0 degree, s = 0.06 /m), (c) for different initial divergence half-angles « of the LED
(zg = 1.5 m, 0y, = 5 degrees, s = 0.06 /m), (d) for different scattering coefficients s of the water (zg = 1.5 m, o, = 5 degrees, o = 0 degree) and (e) for
different wavelengths A of the LED (2 = 1.5 m, o, = 5 degrees, o = 0 degree).

1 m). Other parameters are stated in the figure caption. The PDFs
can be well fitted by lognormal distributions, which is verified
by the experimental result in Fig. 9.

When Eve moves away from Bob, the probability of Eve’s
channel gain being larger than Bob’s decreases and the proba-
bility of SPSC increases from 62.66% to 100% as Eve rises from
1 m to 3 m, as shown in Fig. 16(a) and Fig. 17(a). In Fig. 16(b),
as the wave intensity increases, the range of hp/hg becomes
larger and the probability of SPSC gradually drops from 100% to
91.04% as o, increases to 12 degrees in Fig. 17(b). In Fig. 16(b)
and Fig. 17(c), when the divergence half-angle of the LED
increases from 0 degrees to 7 degrees, the probability of SPSC
increases steadily from 95.50% to 98.15% and then decreases to
97.60% as the divergence half-angle increases to 20 degrees.
The reason is that small beam width is susceptible to wave
fluctuation and drifts out of Bob’s receiving aperture, where the

channel gain of Bob changes more significantly, leading to lower
secrecy performance. For too large beam width, the difference
in optical power received by Bob and Eve is reduced, which
degrades the secrecy performance. In addition, we consider
different scattering coefficients from different diameters and
concentration levels of scattered particles. In Fig. 16(d), the
PDF becomes concentrated as the scattering coefficient of water
increases, and the probability of SPSC rises from 87.14% to
99.82% as the scattering coefficient increases from 0.04 /mto 0.1
/min Fig. 17(d). A larger scattering coefficient results in a more
divergent beam and random scattering, which can mitigate the
effect of wave variation. Hence, the probability of Bob’s channel
being better than Eve’s one increases steadily. In Fig. 16(e)
and Fig. 17(e), the light beam with different wavelengths are
transmitted into clear ocean water, i.e., Jerlov type IB water. The
scattering coefficients and absorption coefficients corresponding
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to different wavelengths can be found in [28]. Since the light with
a shorter wavelength has a larger scattering coefficient, which
can reduce the effect of wavy surface, the probability of SPSC
decreases from 99.98 % to 88.33 % as the wavelength increases
from 310 nm to 700 nm.

D. Secrecy Outage Probability

The lower and upper bounds on the secrecy capacity are
calculated according to (22) and (23), respectively. Assume
dimming target £ = 0.2, peak optical intensity A = P = 50

dB, the noise variances at Bob and Eve are normalized to 1,
i.e., 0% = 0% = 1. The slope of wavy surface follows truncated
logistic distribution (u,, = 0 degree and o,, = 5 degrees) and
Bob is at (0 m, 0 m, 1 m). Fig. 18 shows the PDFs of lower
and upper bounds when Eve is at (0.1 m, 0.1 m, 5 m) and
(0.1 m, 0.1 m, 7 m). If the target secrecy rate is set to 2.5
bits/transmission, for Eve at (0.1 m, 0.1 m, 5 m), the lower and
upper bounds on SOP are 1.00% and 13.37%, respectively. As
Eve moves away from Bob to (0.1 m, 0.1 m, 7 m), the upper
bound on SOP decreases to 0.28 % and the lower bound decreases
to 0.01%.
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In Fig. 19(a), as parameter o,, of the wave slope increase
from O to 12 degrees while Eve is at (0.1 m, 0.1 m, 5 m), the
upper bound on SOP increases from 0% to 15.39% and the
lower bound increases from 0% to 3.49%. The water surface
fluctuation increases the probability of low secrecy rate and thus
increases the outage probability. In Fig. 19(b), the optical power
received by Bob decreases as the divergence half-angle of LED
increases from 0 ° to 20 degrees, leading to lower secrecy rate.
Therefore, the upper bound increases from 13.77% to 100% and
the lower bound increases from 0.90% to 25.40%. In addition,
we change the scattering coefficient of water in Fig. 19(c). It
is seen that the SOP decreases with the scattering coefficient,
where the upper bound decreases from 21.98% to 6.42% and
the lower bound decreases from 5.14% to 0.02%, since random
scattering mitigates the effect of water surface fluctuations and
improves the secrecy performance. Fig. 19(d) shows that the se-
crecy performance degrades as the wavelength of LED increases.
For Jerlov type IB water, the light with a shorter wavelength has
larger scattering coefficients, which reduces the probability of
low secrecy rate caused by wavy surface. The upper bound on
SOP increases from 10.08% to 27.46% and the lower bound
increases from 0% to 4.60%.

Finally, we investigate the impact of background light on SOP.
Hamamatsu C12702 model APD (photosensitive area 1 mm X
1 mm) is adopted for Bob (0 m, 0 m, 1 m) and Eve (0.1 m,
0.1 m, 5 m), whose photoelectric conversion characteristic is
shown in [29]. Generally, background light from the sun can be
considered as a constant DC optical signal. Strong background
light may shift the operating point of APD to the saturation
region, causing negligible AC response [30]. Assume that the
average optical power in the transmitter is adjusted to guarantee
Bob’s APD operating at the optimal point (Pg = 8.51 x 107°

—©— Upper bound
—#— Lower bound

0.5

SOP

0 02 04 06 08 1
Background light power (W) . 193

Fig. 20. The upper and lower bounds on SOP versus received background
light power (o, = 5 degrees, a = 0 degree, s = 0.06 /m).

W) under calm surface, where the received optical power of Eve
is Pp = 8.38 x 107 W. As the received background power
of APD increases, the variation of AC response and noise is
shown in Fig. (3-6) in [29]. According to such relationship, as
background power increases to 1 mW, the overall channel gains
of Bob and Eve both decrease to near 0, and thus the lower and
upper bounds on SOP increase to 100%, as shown in Fig. 20,
which indicates that strong background light significantly de-
grades the secrecy performance.

V. CONCLUSION

In this work, we have investigated the secrecy performance
of W2A-VLC systems. The channel gain of Bob and Eve under
surface fluctuation and underwater scattering are theoretically
derived. A laboratory W2A-VLC system is established to verify
the theoretical model, and the experimental results show that the
probability of secure communication increases from 90.39% to
96.18% as the eavesdropper’s elevation increases from 1.15 m
to 1.42 m, which are approximately consistent with numerical
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results. The PDFs of wave slope are experimentally measured,
which are approximated by logistic distributions. To investigate
the parameters that affect secrecy performance, the secrecy
performance metrics including insecure regions, the probability
of SPSC and SOP under different wave intensities, locations, di-
vergence angles of LED, underwater scattering coefficients and
wavelengths of transmitted beam are numerically investigated.
It is seen that water surface fluctuations can cause information
leakage while underwater scattering can mitigate the effect of
dynamic waves and improve the secrecy performance.

APPENDIX A
PROOF OF (16)

From (15), we can obtain -, and ~,, given by,

_ arctan (n'v/by + by) tan (7/,) — b tan (R,)
T n/v/by + by — b3 ’
(€29)
— arctan ( /\/7 + bQ) tan ( ) — bg tan (Ry)
= n/v/by + by — b3 ’
(32)
where
by = <n2 — n’2) (tan® (v/,) + tan® (v,
+tan® (R,) + tan® (Ry))
+n? +n” (tan® (v,) + tan® (7)) (tan® (R.)
+ tan® (Ry))
+ 22 (tan (+/,) tan (R;) + tan (Vly) tan (Ru))
—n? (tan (+',) tan (R,) — tan (v, tan (RI))Q,
(33)
by = n' (tan (v,) tan (R,) + tan (7',) tan (Ry) + 1) ,
(34)
by = (n’2 - n2) (tan® (7/,) + tan® () +1), (35)

and R, is the angle between the projection line of slope and the
z axis in the & — z plane, while R, is the angle on y — 2 plane.
Therefore, the maximum and minimum incident angles can be
given by,

[min () , max (7z)] )

[min (y,) , max ()] (36)

{ VoL, Yau] =

[’YyLv VyU] =
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APPENDIX B
PROOF OF (20)

For simplicity of notation, we define variables c¢; and ¢z, and
(1) can be written as,
Al ($07 Yo, 205 V> 'Yy)
P, —ay/ (202 + yo? + 20%) —
—L— exp
(tUyR1)” _L [(fyl _ )2 + (fyy _ 02)2]

2 2
- P exp _a\/ (20 + yo? + 20%) — %
) U}bz (012 + 022)

& +6,°
Ry

X exp{ ) (’V:z:z + '7y2 - 261730 - 202'71/)} )
(37)
where
_ €z |70 O
=%+t —FV—, (38)
Vo2 + yo?
_ 51/ |y0‘ gm
Cco =y + —. 39)
! Vzo? + yo?
Then, the integral of (37) over 7, and 7, is given by,
J S AL (20,90, 20, Yar V) dyadryy
Y Yy
= [ [esexp {_U%z (V22 + 1% — 20170 — 202%,)} dyadry
Yz Yy
=c3 [ exp {—ﬁz%ﬁ + QCE%}d%X
Ve
Jexp {—ﬁzvyg + U%;"’wy}de
Ty
(40)
where
P, &2+,
s = Gty O oV @07+ F 207 - S )
X exp fULQ [012 4 522] } .
(41)

One integral term in (40) can be rewritten as,

J exp{—ghan? + 2 pdva

Ya

P2 (v—c1)”
— U U Yz —C1
=e"e — ~

f'YmL €xp { Ud;z } dfym
2

t1=qs—C1 T+o 2U—C 2

= Ut [V Mexp -1ty L dty

YzL—C1

2
G Vi ((ev—e))/Us 2
:>2 eVs” x Uy x ¥ f(%LU Cll)/Uj’ fexp{ to }dtg
a?
— eV’ x Uy x LT [erf <7TU Cl) erf (%L cl)}.
Similarly,

ol
_eU: U¢ 5 {erf( T ( yU—CQ)) erf( (Yyr — ))]
(43)

ﬁg%z"‘ 2cz2%}d,yy

Therefore, (40) can be rewritten as,
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[ | AI (0,90, 20, Va» W) dyadry
Yz Yy
N 2 2 N &P+E)
= i exp{—a\/(xo +y0® + 20%) — FEE g X )
Yeu—c1) _ YeL—C1
erf U, erf 0, X
YyU —C2 | YyL —C2
erf T, erf e
_ 1
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o Yo Yz Yy
_ 1 _ \/( 2 + 2 + 2) _ fm2+£y2 %
Ing,2 P Tav To Yo 0 R.2
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Uy U,

By substituting c¢; and cs in (44) shown at the top of this page,
the channel gain is obtained in (45) shown at the top of this

page.
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